
 Source camera identification is the process of determining which

camera device has been used to capture an image.

 Camera source detection has drawn a lot of attention in past decade. It

enables us to solve a wide range of problems, from crime evidence

identification to photo tampering detection.

 This project is entirely software-based and it is implemented by an

algorithm for the identification based on the different noise patterns so-

called PRNU of the cameras.
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Application Areas

Specifications and Design Requirements

 Image Featuring Method: PRNU, CNN

Photo Noise Response Non-Uniformity (PRNU)

 PRNU can be estimated by the method described as follows:

I ⁰: original input image,

I : output image,

K :the effect of the sensor pattern noise,

Ɵ :random error term

 K can be estimated as

 The estimated K is

Convolutional Neural Network (CNN)

Solution Methodology
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For final result, by using PRNU patterns as an input to our CNN algorithm:

 Accuracy of the first prediction for identification of the camera model is

obtained as 27%.

 Accuracy of the first five predictions for identification of the camera

model is obtained as 68%.

 The higher the epoch number is, higher the accuracy is.
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