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AES Hardware Accelerator design using PicoRV32 RISC-V Core
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< In this project we implemented a Block Cipher algorithm v er:l - o o olclcle] [clalale] [clalada) [clc]cle.
In accelerator fashion on Efabless’ Caravel SoC which ! % — '

includes an RISC-V CPU PicoRV32. : \} /
s All tools, compilers, simulators and IPs that are used In '

this project are open-source and completely free.
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¢ Output of the project (GDS) is the final output of an ASIC 1
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¢ It takes 67 clock cycles to encrypt/decrypt. AES Algorlthm

s We used Direct Bus Access method for acceleration due to
design requirements.

*» In essence we are reaching to a specific address on main
memory of the PicoRV32 using Wishbone interface and
getting commands, plaintexts and key from CPU and
writing back when the encryption/decryption process Is
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« The accelerator unit has a non-pipelined architecture in e v 2 11 et s o
accordance with its design specifications. Hence it ended T e
up with a clock frequency of 25 MHz which is was - b i :
relatively lower. R
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